VAPT Report For v
e-Commerce Platform.

“Lifestyle Store.”
A shopping web application

52

Report By : Shaswat Manoj Jha N




Introduction : .

This is the vulnerability assessment and penetration
testing (VAPT) report for “Lifestyle Store”.

| have reported all the vulnerabilities found on this store
with their screenshots and links.

| have also provided business risks and expert
recommendations to tackle those vulnerabilities.

This presentation contains a total of 126 slides, which are ﬂ
read only by default, you can opt-in for editing.

Presentation template by SlidesCarnival. 2




Lifestyle Store
Security Status : Extremely Vulnerable

SQLi: Hackers can steal all records from the databases of the website. «

Hackers can take complete control of the website including view, edit, add
or delete files and folders via shell upload.

IDOR : Hackers can extract mobile numbers of all customers using user-id.

Hackers can change the source code and can upload any malicious code,
phishing etc. in the website via shell upload. )

XSS : Hackers can trick users to click on malicious pop up links and steal
information via cross-site-scripting.
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Vulnerability Statistics
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12 7 3




Vulnerabilities Found :

NO | SEVERITY VULNERABILITY COUNT
1 CRITICAL SQLINJECTION p
2 SEVERE STORED AND REFLECTED XSS 3
3 CRITICAL IDOR 4
4 SEVERE RATE LIMITING FLAW p
5 CRITICAL INSECURE FILE UPLOAD p
6 MODERATE CLIENT SIDE FILTER BYPASS p
7 SEVERE SERVER MISCONFIGURATION 2
8 CRITICAL Pll LEAKAGE 4
9 CRITICAL OPEN REDIRECTION 4
10 | SEVERE CSRF 3




1.
SQL Injection

(CRITICAL)




Below mentioned URL is vulnerable to SQL

injection attack. ,_

Relevant URL :
http://52.66.203.250/products.php?cat=1

Affected Parameters :
category (GET)

Payload :
cat=1'



Other Similar URLs Vulnerable To SQLi :

URL #1:
http://52.66.203.250/products.php?cat=2"

URL #2:
http://52.66.203.250/products.php?cat=3’

PAYLOAD :
cat=1’



Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

. Go to the categories option from the home page of the website and click on”
“T-Shirt”, “Socks” or “Shoes”, to get into the URL, you will see products-as
per the option you have chosen but notice the get parameter in the URL.

©U # 52.66.203.250/products,phpicat=

Lifestyle Store

Basic T shirt
350

VIEW PRODUCT

Simple T Shirts
@]
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#2

« When you apply a single quote (') in the get parameter,
you get a MySQL error.

& C Q 0 4 52.66.203.250/products.php?cat=1'

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0, 9' at line 1

11



#3

* To confirm the MySQL error, you can put “--+" in the end of
the parameter, and the page loads in its original format,
this confirms the error.

@) £ 52.66.203.250/products.php?ca

Lifestyle Store Blog

Basic T shirt
350

IEW PRODUCT

Slmple T Shirts Plam Te(_

o

White polo shirt Marhoon T Shirt

12



Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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Attacker can execute commands as shown below to get
critical information, here we have used the payload to find
the name of the database of MySQOL.

© & 52.66.203.250/products.php?cat=1'union select 1,database(),3,database(),5,6,7--+

© & 52.66.203.250/products.php?cat=1'union select 1,database(),3.database(),5,6,7—+

Nike Basic Tshirt
499

Anarcnist Kias 1

hacking_training_project
hacking_training_project

VIEW PRODUCT

FOREVER
P

14



Proof Of Concept :

No. Of Databases: 2

Information_Schema
Hacking_training_project

No. Of Tables in “Hacking_training_Project”: 10
order_items
brands
cart_items
categories
customers
orders
product_reviews
products
users
sellers

)



Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.
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Business Impact : .

Using this vulnerability, the attacker can execute arbitrary SQL commands on Lifesty!’e\
Store’s server and gain complete access to the internal database, which also makes all

customer data inside it visible. )
Below is the screenshot of users table which shows user credentials being leaked. ’./:;/

ataba=se: hacking_training_project Ny
able: users

LS entries] \\
_______________________ B e e e e e e
name | password

_______________________ e ]
admin 22v31O0ExkmdvrxsCxqdywWsSrDx5ySelNAWX . 7FpQZnomaTCovHA4CFssxgy 3Tk
pDonald Duck $2y$10$PM-?nBSPSFMa%‘dx-uM,/SBs /prRGGTKVJry?ysjtxokBqOJURAHso
BErutus $2y$10$kadvrx5qudyw5r‘Dx5YSelNwa TpozZngmaTCcCovHIdCFssxgy I Tk —
Chandan 22yv310%4cZzEELrgthXdvTlhwUliwvuFELeO3rR.GIcdpO3Njri1sOvei0oKLVvDa \\
Popeye the sailor man $2y$_]_O$Fkv_LR‘F\NVT1DWOWZCaZtAQuXVnhGAUJt;’I‘F/ TgkNPCS=Trsvms EecC
rRadhika S2y$J.O$R.VxNhOnyG4g7Otpraneva—|SFFEXXu-lSEletr‘thTutCASZ]C_
Nandan S2vE3E103G . CcRNLMEIGFO9ZFXETHg - R . o095334u0xmZud . 9Mg=zR5614d4ucwnlk 59K
Murthy adapa $2y$10$szGzD4SDSJ2Eunpc1oe4eK18c1AbSOTZF’lalPGeVlDF’R d1luubDa
John Albert $2y$lOSGhDBBthGXgPMYlZGZlVDO?Y3en97u1/ oOXTZLMYCEGFLEFEgecvG

Bob 2323 10S3KkAUITKN3IHPFbUuy TEKZSTLNUrxzqCOLX3eMGy O,/ UxT16J00G37dCGKLqg
Jack $22vE1O0S=/"NyNTKRIZ7EmMIILMEZANS TOeRxyE6Gkgi 9N/ UBCIUS Ze07 eM7NApTHU
BEulla Boy $2y$10$HT50—iRMetqaZ?xGZF’EQsZ.MklﬁFﬁanYDjHC\umew/qupjEEI/"sz
hunter 32y 31 0SpBE3U9i FxwBgsSbl12akBpi EeIBdhivYyfFfwy9y . xv23qgl2gGbMCyny7MN3g2

asd 22y S3I1O0SAECSpFEZNRWpPJCD /Yy NNIJWDL . L3Cc4CwvOWEQ " WEHMW=z=B FqQVIKkBQFpCF2
acdc 22v3I10%SISOBYE .gpucuLTwpHwbcPedyYcain.Yi . .tsTLYyQtEtKLY FzdspmIRRbA

I E—— I EEE——————————————

The data above can be decoded using Burp Suite, the attacker can decode and use this
information to login to admin panel and gain complete admin level access to the
website which could lead to a complete compromise of the server and all other servers

connected to it.
17



Recommendations :

Take the following recommendations to
secure and avoid SQL database exploitation.




Recommendations :

. Prepared Statements : Use SQL prepared statements available
in all web development languages and frameworks to avoid
attacker being able to modify SQOL query.

. Do not run Database Service as admin/root user.
. Disable/remove default accounts, passwords and databases .

. Assign each Database user only the required permissions and
not all permissions.

. Character Encoding : Convert the simple codes to different
characters like ‘~'/'A". It is also suggested to follow html and
other encodings.

19
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2.
Account Takeover
Via OTP Bypass

(CRITICAL)

2 y



Below mentioned page has a login form that
allows login via OTP that can be brute forced.

Relevant URL :
http://52.66.203.250/login/admin.php

Affected Parameters :
OTP (POST)

22



Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

« Navigate to http://52.66.203.250/login/admin.php_you will see
a “forgot password” hyperlink which asks for OPT whichis =
sent to victim’s mobile number ,input any anonymous 3 digit
OPT and intercept the request with burp suite.

% 52.66.203.250/re set_password/admin.php?otp=123

Reset Admin Password

Enter 3 digit OTP sent on your registered mobile number

Reset Password ¢




Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

The request below will be generated in burp suite using GET

parameter.

GET /reset password/admin.php?otp=123 HTTP/L.1

Host: 52.66€.203.250

User-Agent: Mozilla/5.0 (Vindows NT 10.0; VWined; x&4; rv:77.0) Cec
Accept: text/html,application/xhtmltxml, application/xml;q=0.9,ina
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://52.66.203.250/reset password/admin.php?otp=123
Cookie: key=S9EDSE31-C072-64B1-BF30-65574€ABL719; PHPSESSID=nflois
Upgrade-Insecure-Requests: 1

26



#3

« We'll brute force by getting all combination of 3 digit OTP’s and .
input the correct one to bypass. <

Attack type: | Sniper

L GET /reset password/admin.php?otp=§123§ HTTP/1.1
2 Host: 52.66.203.250

i User-Agent: Mozilla/5.0 (Windows NT 10.0; Vinéd4; x€4; rv:77.0) Gecko/20100101 Firefox/77.0
& Accept: text/html, application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;¢=0.8

5 Accept-Language: en-US,en;q=0.5

€ Accept-Encoding: gzip, deflate

7 Connection: close

27



Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

A malicious hacker can gain complete access to admin
account just by brute-forcing due to rate limiting flaw as a
hacker can attempt as many times as he wants as there is no
bounds in number of trials.

This leads to complete compromise of personal user data of
every customer.

Attacker can log in can then carry out actions on behalf of the
victim which could lead to serious financial loss to him/her.

Following slide has the recommendations.

29



Recommendations :

Take the following recommendations to
secure and avoid OTP bypass.




Recommendations : .

Take the following precautions : .

1.

Use rate limiting checks on the number of times the OTP request
IS generated.

OTP should be at least of 6 digits, a 3 digit OTP can be guessed
or brute-forced easily.

OTP should expire in a particular time like 2 minutes or 5
minutes to make authorization process more secure.

31
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Unauthorized 4 '
access to D
customer details

(CRITICAL)



The “My Orders” section of the website shows

an Insecure Direct Object Reference (IDOR),
This allows hackers to get access to any
customer’s order details and more.

Relevant URL :
http://52.66.203.250/orders/orders.php?customer=2

Affected Parameters :
Customer Data (GET)

34



Other URL with similar issues.

Relevant URL :
http://52.66.203.250/products/details.php?p_id=7.

Affected Parameters:
P_ID (GET)

35



Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

Login to your account and go to “My Orders” section, you'll
see a GET parameter as shown below, “customer=2".

© & 52.66.203.250/orders/orders.php?customer=2

My Cart My Profile My Orders Blog

My Orders

Order Id: 7B1ID17C63974

PRODUCTS:
Adidas Socks

White polo shirt
Total

SHIPPING DETAILS:

viestore.com

4/ the duck lane, Disneyland

Order placed on : 2019-02-15 15:29:49

INR 145
INR 450
INR 595
PAYMENT MODE

Cash on delivery

Status: DELIVERED

37



Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

« Change the customer number to any random number, and we

get the details of the new customer ID.

# 52.66.203.250/0order rders.php?customer

My Cart My Profile My Orders Blog

My Orders

Order Id: 8699CEC4FDEA

PRODUCTS:

Red and Black Shoes INR 2999

INR 199
INR 2198

Marhoon T Shirt
Total
PAYMENT MODE

Cash on delivery }

or&#039,s ship,

popeyewaorld

Order placed on : 2019-0215 16:3%:31 Status: DELIVERED

39



Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

This vulnerability can be exploited by malicious hackers to
carry out targeted phishing attacks on the users and the

information can also be sold to the competitors / black-market.

More over, as there is no rate limiting checks, attacker can
brute-force the “user_id” for all possible values and get bill
information of each and every user of the organization
resulting is a massive information leakage.

Following slide has the recommendations to tackle this extremely
high risk.

41



Recommendations :

Take the following recommendations to
secure and avoid data leakage.




Recommendations :

Take the following precautions : —
1. Make sure user only have the access to self data.

2. Use proper rate limiting checks on the number of request comes
from a single user in a small amount of time.

3. Implement proper authentication and authorization checks to
make sure that the user has permission to the data he/she is
requesting.

43
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Reflected Cross
Site Scripting.

(SEVERE)



These parameters are vulnerable to XSS.

Relevant URL :
13.234.113.207/products/details.php?p_id=2

Affected Parameters:
URL (GET)

Payload :
<script>alert(1)</script>

46



Other parameter with similar issues.

Relevant URL :
13.234.113.207/products/details.php?p_id=2

Affected Parameters :
Comment / Review Box

Payload :
<script>alert(12)</script>

47



Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

Navigate to the site and log in to your account.

Go to products and select any product. Now the URL shows the id
of the product you are on, you can replace that with the payload.

Q. 13.234.1 13.207/products/details.php?p_id = <script>alert(1) </script>

Lifestyle Store

All Products Socks

Adidas Socks -

Adidas Men &amp;amp; V

INR 450/-

49



Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

-

After entering the payload press enter. The page will redirect
you to home page but when you click on the same product again
it will show the alert you had just input. Screenshot below.

© & 52.66.203.250/products/details.php?p_id=2

51



#3

We have a similar issue, in the review / comment section.
Inject payload <script>alert(12)</script>

© & 1323a113.207

Lifestyle Store My Cart

/Zoomed
Plain Tee

Customer Reviews P o

INR 300/-

Customer Reviews

é{. Donald Duck

i B z Donald Duck

go =

<scriptzalert(12)</scri pt>{

<script>alert(12)</scripty|

52



#4

« We get the alert by the website.

Plain Tee

Ploln teds [on slmpler s,

Customer Reviews

All Products T Shirt
Plain Tee

Plain tee for simple use.

Customer Reviews

% Donald Duck




Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

As the attacker can inject arbitrary HTML, CSS and JavaScript
via the URL, he/she can put any content on the page like
phishing pages, and can even host explicit content that could
compromise the reputation of the organization.

When the attacker sends the link with the payload to the
victim, the victim sees a modified content on the website. As
the user trusts the website, he/she will trust the content.

Following slide has the recommendations to tackle this risk.

55



Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations :

Take the following precautions :

1. Secure the user input by blocking all the input you don't want.

2. Encode the HTML / CSS special characters and codes in an
encoded form before printing them on the website.

57



References :

http;//www.ovvosp.org/index.php/Cross-site_Scriptin@_(XSS)
https://en.wikipedia.org/wiki/Cross-site. scripting
https://www.w3schools.com/html/html_entities.asp
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5.
Directory Listings.

(SEVERE)



This URL is vulnerable.

Relevant URL :
http://35.154.158.143/robots.txt

60



Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

Go to http://35.154.158.143/robots.txt

Here, we can see a complete list and directories of the customers,
images of products and all the products-page info.

We can also see the administrator directory.

This has a weak password flaw in Ovidentia CMS, which lets an
attacker access the administrator panel without much trials.

o cC © & 35.154.158.143/robots.txt

User—Agent: *
Disallow: /Sstatic/images/
Disallow: /ovidentiaCMsS

62



Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

 /static/images

e ¢ @

Index of /static/images/

siash
customers/
icons/

products/

banner-large.jpeg
banner.jpeg
card.png
default_product.png
donald.png
loading.gif
pluto.jpg

popoye. jpg
profile.png

seller dashboard.jpg
shoe.png

socks.png
tshirt.png

© # 35.154.158.143/static/images/

05-Jan-2019
05-Jan-2019
05-Jan-2019
05-Jan-2019
07-Jan-2019
07-Jan-2019
05-Jan-2019
05-Jan-2019
07-Jan-2019
05-Jan-2019
05-Jan-2019
05-Jan-2019
05-Jan-2018
05-Jan-2019
05-Jan-2019
05-Jan-2019

672352
452884
91456
1287
10194
39507
9796
14616
15187
39647
77696
67825
54603

64



#3

e /ovidentiaCMS/

FoAccuel ) Utifisateur

Ovidentia

N

Les prochains événements

[ Ovidentia.org

Nouvel environnement de mise & diposition des modules et du noyau

UbFieManagement {0.4.}
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Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

The hacker can get all the information on the CMS and also get
the privileges to tackle with the administrator login credentials
and compromise the complete name of the company.

A malicious hacker can take important information from seller
point of view and what products every seller is selling at what
price and also the information of users.

Following slide has the recommendations to tackle this flaw.
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Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations :

Take the following precautions :

1. Disable all the directory listings.

2. Include a index.html in all folders with default messages.
3. Remove all the default passwords and add your own new

strong passwords which must have a special character and @
number and must be greater or equal to 8 digits for maximum

security.
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6.
Information
Disclosure

(LOW)



This URL is vulnerable.

Relevant URL :
http://35.154.158.143/Server-status
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Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

Go to http://35.154.158.143/robots.txt

Complete list and directories of the customer and images of
products and all the products page info and also the administrator
directory is also shown.

Also this has a weak password flaw in Ovidentia CMS, which lets

an attacker access the administrator panel without any tough trials.

& cC @© © & 35.154.158.143/robots.txt

User-Agent: *
Disallow: /static/images/
Digsallow: /ovidentiaCMS
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Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

Go to http://35.154.158.143/server-status and the critical serven
information will be shown, as seen below.

€« ) > < @ © & 35.154.158.1435/ r-stat

Apache Server Status for localhost (via 127.0.0.1)

Server Version: Apache/2 4,18 (Ubuntu)
Server MFPDM: event
Server Buil 018-06-07T19:43:03

Current Time: Monday, O5-TNov-2018 14:46:35 IST
Restart Time: Monday, O5-Nov-2018 09:14:47 IST
Parent Server Config. Generation: 1
Parent Server MPM Generation: O
Server uptime: 53 hours 31 minutes 47 seconds
Server load 4 1.26 1.06

35 - Total Traffic: 97 kB

3 cul =20 - 097126 CPLT load

Scoreboard Key:
" Waiting for Connection, "s" Starting up. "®"” Reading Request,
'w"” Sending Reply, "x"” Keepalive (read). "p"” DINS ILookup.
Closing < 1ec » "L Logging, "c" Gracefully fin i
" Idle cleanup of worker. . " Open slot wirth no curre

Srv PII? Ace M CPU 55 Req Conn Child Slot Client VHosE
0-0 1709 O/ _ 092 17771 89 0.0 0.00 0.00 127.0.0.1 localhost:8000 GET
0-0 1709 0/1/ b 349 1 0.0 0.00 O

Reqguest
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#3

e /ovidentiaCMS/

FoAccuel ) Utifisateur

Ovidentia

N

Les prochains événements

[ Ovidentia.org

Nouvel environnement de mise & diposition des modules et du noyau

UbFieManagement {0.4.}
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Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

Although this vulnerability does not have a direct impact on
the server or the client but a malicious hacker can know
things like mapping the server-architecture and map his
hacking plan further on what and how to compromise.

Following slide has the recommendations to tackle this low risk
vulnerability.
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Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations :

Take the following precautions :

1. Disable all the directory listings.

2. Disable the server-status.
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i N
Personally Identified ' __
Information Leakage "

(CRITICAL)



Below mentioned URL LEAKS Critical
information via PII leakage.

Relevant URL :
http://35.154.158.143/static/images/uploads/products/2socks.jpeg

Affected Parameters:
IMAGE (every image after “products/”)

84


http://35.154.158.143/static/images/uploads/products/2socks.jpeg

Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

« Go to http://35.154.158.143/products.php and drag any drop L
product image in a new tab, the following page will look like the one \
shown below with the image of the product you chose.

e
© & Bf;,'l 54.158.143 /static/images/uploads/products/2socks.jpeg
\
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http://35.154.158.143/products.php

Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

Now, we remove the image name, i.e."2socks.jpeg” in our case
and hit enter, the following page with details will be shown.

15-Feb-—=
15—Fel-
15—-Felk
15—Falb-—
15-Feb-
1S5-Fakb-
15—-Feb
15S—Feb-—
1S5S—Feb-—
15—Fel
15=-Fab-
1S—Feb-—
1S5-Feb-—
1S—Feb-—
15S—-Feb

=]
LS
=]
=4
=3
=1

donaid._png
froe—adisks2099%—adidas—original—imafdc3:

NNRNRMRENN
wYowwoyw

roobok.ips
1.jpog
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Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.

oY



Business Impact :

A malicious hacker can gain access to the shell application
and various other html files which has been shown in the
listings.

It also has a weak-password flaw.

A hacker can get access to the shell and upload his own
malicious codes to make the trusted site a hackers room for

phishing and tricking users. This will result in defamation of
the website.

Following slide has the recommendations to tackle this extreme
risk vulnerability.

90



Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations :

Take the following precautions :

1. Enable 2- factor authentication for sensitive data, and also
use stronger passwords of at least 8 characters of different

types.

2. Find all Pll stored, and encrypt them with various techniques
and also disable all the listings.
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g 4 y
Self Redirection HTML
Developer Flaw

(SEVERE)



Below mentioned URL has a major development
flaw , as it redirects to password reset link
without authentication. ”

Relevant URL :
http://35.154.158.143/reset_password/customer.php

Affected Parameters:
Password Reset
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http://35.154.158.143/reset_password/customer.php

Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

Go to http://35.154.158.143/login/customer.php and you will see
names of top customers ,as shown below, take note of any username.

© 2 35.154.1 58.143/login/customer.php

Customer Login

Login

Forgot your password?

Don't have an account? Sign Up here!

CUSTOMERS OF THE MONTHI:

&

Donal234 Plutoos8 F’opeyer786
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Proof Of Concept : ‘

Following Slides Have The Proof and
Risks Of The Proposed Vulnerability. l
S

-
.
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#2

« After memorizing any username , click “forgot your password”
and then input the memorized username and click “reset
password”. We'll see the page like this, click send. o

# 35.154.158.143/reset_password/customer.php?username=Donal234

Reset Customer Password

Your new password will be sent to your email address

donald@lifestylestore.com
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#3

* When you click send you are directed to a page like this due to
development/authentication error, click “click here” button and
you'll be redirected to change the password of the customer. —

© & 35.154.158.143/reset_password/customer.php?username=Donal234

srig{) backinglas? oo com” o fPHPMadr PP Maer Excepion) )| ' message” roeted> stnig(35) SMITP Evo: Couk ot bt ["sting Encepion"prvate > string0) " ['eode' poected}=> ()
" protot)>stingf) "varwhackingprojet o phpmadlephpmalnsoe PHPaerphy' " protete=> i 1960)"race”: Encepon” prvate=> areé){ (1> a6 { ' g6 v ww
ecking proj ecueudurphpma.la ptpmaderso PHPMater by ['line=> o 1 74)"etion”> sting ) *smtpConnect” "> staog(29) "PEPM e PHPMalr PEPMale”["ype'=> stnog(2) ™' ' mgs'[=> ()
(0> amay(0){} | ) {1} et { "R} =>sting9) v o ckingprojetsedorphpmalerphpmader'sc PHPMallrph o'l 1516) oetion'=> stng) ' spSend” el > st ¥)
"PHP\{mlerPI{P\ImkrP}{P\iaﬂ=f[t§pe P> stug?)">" ‘s> a(2) { [OF>seng82)Date: . 3l 2020 17:06:47 #0530 To:Gonad@lfstlstore.com Froaz: Hackngl Repy-To: No Reoty Subet: P ese
neguest Mossage D X-Malor PHPMaler 0. s tob cory PHPMalesPHPMater) MIMCE-Versio: 1 CootentTpe: mulipataleratve boudary="b qVCPoGOnG8NnokZXFrsUSESIGVoaRBk)' Contet
Trosfr-Eneoding: St [ stringf81) 'This i -t message i MIME fommat, -1 qVCPiGX OG8Nk ZXFQ9gsUSEEIGVacRBl Cootet- Ty tentples, caset=usasi Copy and astthis
35134 138,14 et psswordveryphykey=T785722555e6663996E5404 34991684 nbrowser adcess bt reset your passwond b1 QVCeiPoGROnGAaNkZXF Qs USESIGRVoaRBAQ Coutenr- Type: et
chare=u-sct Clk e o st yourpaswond b1 qVC PG OG8N akZXFrQ9osUSEGIGENaaRBHkQ-- | | 2> et | 'l"}>sing9) v acking projetvendo plpmaler phomaer

st/ PHPMalepbp" "} => 135 ‘uoctio']> strg(8)'postSend” el > string(29) "PEPMserPHPfaler PP Madr' [ ype'> sting?)">* "> aemp(0) { | | (3> ey { "6l strng(5)
"arwwwhaking projetreset peswordcustome b [ 1) ction]=> string4) S "= stng(29) "PPMarPHP M P Maer' 'ty tong(2) ' 'agp> ame0) | | | |
(‘revons” Exception"prvatef> NULL |
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#4

* You'll be redirected to change password of the customer id ,and,you'll
be automatically logged in to that customer’'s account even if you don't
change the password, you can change the password for completely
takeover the customer id.

© & 35.154.158.143/profile/change_password.php

Lifestyle Store

Change Password

UPDATE
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Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.
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Business Impact :

The impact on the business is high, as a malicious hacker
can get access to every user in the website and can login
and perform tasks for his benefits as can also make the site
vulnerable for security of customers.

This will result in the defamation of the website as the
users trust it.

Following slide has the recommendations to tackle this extreme
risk vulnerability.
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Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations : .

Take the following precautions :

1. Better authentication should be provided and re-direction site
must be re-checked before action.

2. There must be a proper authorization access.
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9.
Multiple vulnerabilities

found in blog site
(P1I leakage , temporary XSS and more)

(CRITICAL)



Below are the affected parameters.
URL of the Blog Site : http://15.206.75.142/wondercms/ *

#1 Relevant URL : 5
http://15.206.75.142/wondercms/files/b37 4kmini.php

Affected Parameters:
File Upload (POST)

#2 Relevant URL :
http://15.206.75.142/wondercms/home

Affected Parameters:
Files (GET)

#3 Relevant URL :
http://13.235.0.176/wondercms/files/minisell.php

Affected Parameters:
Shell Upload
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Observations :

Following Slides Have The Details
About The Vulnerability Observed.




#1

At the front page of the blog site we can directly find the login option,
that says “click here to login, the password is admin” by clicking on It, it
will redirect us to the login page where just by entering ‘admin’ as
password one can get access to the admin account of this site.

This is a proper example of server side misconfiguration.
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#2
» Thisis how the logged in page looks like. . oo

© & 15206

' .
It's alive!
Welcome to your WonderCMS powered website.

Chick here 1o logm, the password s admin,

About your website .
Photo, website desctiption, Contact information, mink magp ot anything else.
Thits content Is static and visible on all pages.
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#3

 When we log-in as the admin ,at the first page of the site we cartsee 601
some text written as “It's alive |_ _ _ " if we click on it, the html codes
just starts running and one Malicious hacker can easily make changes -
and can use the page as his/her phishing portal . This is a classic -~
example of temporary XSS. -

/oomed

Change the default admin login URL. (Settings
Change the default password. (Settings -> Security)

New WonderCMS update available.

It's alive!
Backup your website and check what's new before updating Wonde o wekiiin

Abaout your website
i, weetrte e tsam, comtjat dimmation, mni s o sahieg elve.
Thi i i stinic and visibbe on 8 pages.
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#4

* As we are inside the admin account if we select the settings
option and go to files” menu we can see some files with —
extension “.php’ which can give information about the site and
also very much capable of taking over the site.

« Here, if we select the ‘/wondercms/files/b374kmini.php’ option it
will redirect us to a page which will give us many crucial
information like server IP address, Linux I[P address , the server
type, the database, shell, the php info, uploads. .

 The hacker can also mail someone with the admin compromising
many factors one of which is the site reputation.
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#5
» Screenshot 1.

oo
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#7

r

: page looks like above, from which

system (backend) details like versions,

ngne/1.14.0
U -172:26-2-38 A.15.0- 104 -ows #45-Uburkas SHP Mon 2 24 14:07:00 UTC 2019 x86_64
' mﬁ.lll Your 2 103.216.162.84

min g SHemode o

> .‘hﬂlmlmlfﬁs/

explore shell eval mysql phpinfo netsplolt uplosd mall

System Ures g-172-26-2-38 4. 15.0-1040-3ws #45-Ubuniu SMP Mon 1o 24 14:07:00 UTC 2019 586_64
Server A1 FPMFastCGl

Virtual

Directory Asatied

Support

Configuratice

Fle (phoin)  Jete/phoVS.Aom

Path
\aded
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i files
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-

/0oomed Into some critical detalls from I

20131106

20131226

220131226

APIZ20131226 NTS

nginx/1.14.0
b 27A ' < Linux Ip-172-26-2-38 4.15.0-1043-aws #45-Ubuntu SMP Mon Jun 24 14:07:03 UTC 2019 x86_64
! server ip 1 15.206.75,142 | your ip : 103.216.162.84

safemode OF i
mini 1.01 = [/ home / trainee / wondercms / files /
explore shell eval mysql phpinfo netsploit upload mail

PHP Version 5.6.39-1+ubuntul8.04.1+deb.sury.org+1

Linux Ip-172-26-2-38 4.15.0-1043-aws #45-Ubuntu SMP Mon Jun 24 14:07:03 UTC 2019 x86_64



#9

When we are in the admin account and if we go to the general .
options found in the settings tab. We can see input fields, where
a malicious hacker can inject and execute malicious client side:
scripts. Which gets permanently stored in the database.

Home

Example

YOU're FINISHED

Website title

home

©2019 Your website

oo
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#9

« On the same page under settings, click on files, here we have @
file upload option, which has no limitations on the type of file —
which can be uploaded.

* We can upload files of any extension. Here when we upload a
shell into the site, it will give access to take over the whole

website.

« This will be a great breakage of the site. i
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#10
* Screenshot.

oo
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Business Impact:

The Impact On The Company If The
Vulnerability Is Exploited.
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Business Impact : .

As the blog site has multiple vulnerabilities such as temporary XSS,

server side errors and development flaws the site is extremely

vulnerable as a malicious hacker can indulge in the site and can use all .
the vulnerable components to do phishing and other attacks on user

and perform malicious activities.

This will result In defamation of the name of the company, money loss
and customers never trusting the website again.

Following slide has the recommendations to tackle this extreme risk
vulnerability.
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Recommendations :

Take the following recommendations to
secure and avoid defacing / data altering.




Recommendations : .

Take the following precautions :
1. The website should have proper two factor authentication.
2. Try to develop the back end more stronger and secure.

3. Remove all directory listings and add proper sanitization techniques
at checks of the website.
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Thanks!

Hi, | am Shaswat Manoj Jha

| have generated this complete
Vulnerability report for the e-commerce
platform. : “Lifestyle Store”.

You can find me at
shaswatmanojjha@gmail.com.

Feel Free To Contact For Additional
Details Or Patch Assistance.
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